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Post-Quantum Cryptography
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Error correcting codes

Definition (Code)
An [n, k]Fq linear code C is a linear subspace of Fnq of dimension
k.

Definition (Decoder)
A decoder for the code C is a function

ΦC : Fnq → C ∪ {?}.

We say that ΦC can decode up to t errors if

∀c ∈ C ,∀e ∈ Fnq, |e| ≤ t ⇒ ΦC (c+ e) = c.
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Error correcting codes

Definition (Generator matrix)
A generator matrix of a code C is a matrix G ∈ Fk×nq such that:

C = {xG | x ∈ Fkq}.

Definition (Parity-check matrix)
A parity-check matrix of a code C is a matrix H ∈ F(n−k)×n

q such
that:

C = {y ∈ Fnq |Hy
ᵀ

= 0}.
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Error correcting codes

Example (Repetition Code)

F2 → F32
0 7→ (0,0,0)
1 7→ (1,1,1)

Example (Decoder)

if |x| <= 1:
return 0

else:
return 1

G =
(
1 1 1

) H =

(
1 1 0
0 1 1

)
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Code-based cryptography

Main idea: how hard is it to decode up to t errors?

For a random code tmedium hard

For some special families
of structured codes t

easy hard

easy = in polynomial time (with trap)
medium / hard = requires exponential time

{

CRYPTO
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How to design a code-based cryptosystem?

Ingredients:
a family F of structured codes;
a decoder ΦF that can correct efficiently up to t errors;
a shaker!

Recipe:

KeyGen()
Gsk

$←− F
Gpk ← Shake(Gsk)

Enc(m)
e $←− Fnq, s.t. |e| = t
c← mGpk + e

Dec(c)

m← ΦF (Gsk, c)

The key to success:
choose t s.t. it is hard to decode t errors for a random code;
ΦF needs the structured version of the code to be efficient;
the shaker shakes well enough!
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Security hypothesis

How could Eve break this scheme? 2 possibilities:

1. Reconstruct Gsk from Gpk and then use ΦF to decode.

Security hypothesis 1
Gpk is indistinguishable from a random k× n matrix.

2. Decode using Gpk.

Security hypothesis 2
Decoding t errors in a random [n, k]-code is hard.

Remark: Hypothesis 1 depends on the choice of the family of
codes F and the shaker, while Hypothesis 2 is generic!
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Some examples

Examples of choices of F :
I Goppa codes [Original McEliece];
I QC-MDPC codes [BIKE];
I Rank-based codes [ROLLO];
I Generalised Reed Solomon codes (GRS).

Examples of shakers:
I row scrambler;
I columns isometry (permutation);
I subfield subcode;
I adding random columns...
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GRS-based cryptosystem

I Niederreiter’s proposal [Nie86],

I attack by Sidelnikov and Shestakov [SS92];

I Berger-Loidreau’s cryptosystem [BL05],
I attack by Wieschebrink [Wie06, Wie09];

I Wang’s RLCE cryptosystem [Wan17], submitted to the NIST,
I partial attack by Couvreur, L., Tillich [CLT19];

I New proposal: “Encryption Scheme Based on Expanded
Reed-Solomon Codes” by Khathuria, Rosenthal and Weger,

I partial attack in this work.
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The XGRS Cryptosystem (V1)



Generalised Reed Solomon codes

Definition (Generalised Reed Solomon codes)
The generalised Reed–Solomon (GRS) code with support x and
multiplier y of dimension k is defined as

GRSk(x, y)
4
=
{

(y1f (x1), . . . , ynf (xn)) | f ∈ Fq[x]<k
}
.

Sidelnikov Shestakov [SS92]
Given a generator matrix of a GRS code C , it is possible to find x
and y such that C = GRSk(x, y).
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The Expansion operator Exp(α,β)

Let (α, β) be an Fq-base of Fq2 . Denote φα(·), φβ(·) the projectors.

Definition
Exp(α,β)

Fk×nq2 → F2k×2nq
m1,1 m1,2 · · · m1,n
m2,1 m2,2 · · · m2,n
...

...
...

mk,1 mk,2 · · · mk,n

 7→


M1,1 M1,2 · · · M1,n
M2,1 M2,2 · · · M2,n
...

...
...

Mk,1 Mk,2 · · · Mk,n



were Mi,j
4
=

(
φα(αmi,j) φα(βmi,j)
φβ(αmi,j) φβ(βmi,j)

)
∈ F2×2q .
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Properties of Exp(α,β)

Definition
For x = (x1, . . . , xn) ∈ Fnq2 , denote

φ
(n)
α,β(x)

4
=(φα(x1), φβ(x1), . . . , φα(xn), φβ(xn)) ∈ F2nq .

Proposition
Let C be an [n, k]-code over Fq2 , G a generator matrix and H a
parity-check matrix of C . Then, for any Fq-base (α, β) of Fq2 :

φ(n)(x · G) = φ(k)(x) · Exp(G) for all x ∈ Fkq2 ;

φ(n−k)(H · yᵀ) = Exp(H) · φ(n)(y)
ᵀ
for all y ∈ Fnq2 ,

where Exp(M)
4
= (Exp(Mᵀ

))
ᵀ.
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Properties of Exp(α,β)

Let C be an [n, k]-code over Fq2 .
Let Ĉ be the code over Fq defined by

Ĉ
4
={φ(n)(c) | c ∈ C }.

Proposition

Exp(G) is a generator matrix of Ĉ ;
Exp(H) is a parity-check matrix of Ĉ ,

where G is a generator matrix and H a parity-chek matrix of C .

14 47



Key Generation

For parameters (q,n, k):
γ a primitive element of Fq2 : (α, β) = (1, γ)

G $←− GRSFq2 (n, k) ∈ Fk×nq2

t = bk2c (error-correction capacity of G
⊥)

S $←− 2k× 2k invertible matrix
P $←− 2n× 2n permutation matrix
Gpk = S · (Exp(1,γ)G) · P{

PublicKey = (Gpk, t)
SecretKey = (γ,G,S,P).

15 47
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Encryption / Decryption (Easy version)

Recall the generic recipe:

KeyGen()
Gsk

$←− F
Gpk ← Shake(Gsk)

Enc(m)
e $←− Fnq, s.t. |e| = t
c← mGpk + e

Dec(c)

m← ΦF (Gsk, c)

XGRS:

=
+ expand matrix
+ scramble rows
+ permute columns.
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Encryption / Decryption (Hard version)

Message space

{m ∈ F2nq , |m| ≤ t}.

Encyption
Enc(m,Gpk):

c = Gpkm
ᵀ

Return c.

Decryption
Dec(c, γ,G,S,P):

c′ = S−1c
c′ = (Exp(1,γ)G) · (P ·mᵀ

)

c′′ = φ
(−n)
(1,γ) (c′)

c′′ = G · (φ(n)
(1,γ)(P ·mᵀ

))
ᵀ

Find m′ (correcting t errors)
Return m = P−1 · φ(n)

(1,γ)(m′).
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Parameters

q a prime power ;
n, k such that 0 ≤ k ≤ n ≤ q2.

q n k key size (Mb)
31 925 232 3.18

Figure: Parameters proposed for the scheme

(Classical McEliece key size = 8.37 Mb)
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The Tools
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The Tools: Schur product

Definition (Schur product)
Schur product of vectors: a ? b 4=(a1b1, . . . ,anbn).

Schur product of codes:

A ? B 4=SpanFq {a ? b | a ∈ A, b ∈ B} .

Notation: C ?2 4= C ? C .
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The Tools: Square-code Distinguisher

Question
Given a code C of dimension k, what is the value of dimC ?2?

Square-code Distinguisher

C random ⇒ dimC ?2 =
(k+1
2
)

= k(k+1)
2 .

C = GRSk(x, y) ⇒ dimC ?2 = 2k− 1.
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The Tools: Square-code Distinguisher

Proof.
Let c and c′ ∈ GRSk(x, y).

c = (y1p(x1), . . . , ynp(xn)), c′ = (y1q(x1), . . . , ynq(xn))

where p and q are two polynomials of degree at most k− 1.

c ? c′ = y21p(x1)q(x1), . . . , y2np(xn)q(xn)
= y21 r(x1), . . . , y2nr(xn).

where r is a polynomial of degree at most 2k− 2.
Hence,

(GRSk(x, y))?2 = GRS2k−1(x, y ? y).
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(GRSk(x, y))?2 = GRS2k−1(x, y ? y).

22 47



The Tools: Square-code Distinguisher

Square-code Distinguisher
C a code of length n and dimension k.

C random ⇒ dimC ?2 = k(k+1)
2 .

C = GRSk(x, y) ⇒ dimC ?2 = 2k− 1.

Distinguisher works if:
{
dimC ?2 < k(k+1)

2 ,
dimC ?2 < n.
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The Tools: Square-code Distinguisher

How to reach the parameter range where the distinguisher
works?
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The Tools: Punctured and Shortened Codes

Definition (punctured code)
Let C ⊆ Fnq and j ∈ J1,nK.

P{j} (C )
4
={(ci)i∈J1,nK,i 6=j s.t. c ∈ C }.

Definition (shortened code)
Let C ⊆ Fnq and j ∈ J1,nK.

S{j} (C )
4
=P{j}

(
{c ∈ C s.t. cj = 0}

)
.

25 47



The Tools: Punctured and Shortened Codes

Definition (punctured code)
Let C ⊆ Fnq and j ∈ J1,nK.

P{j} (C )
4
={(ci)i∈J1,nK,i 6=j s.t. c ∈ C }.

Definition (shortened code)
Let C ⊆ Fnq and j ∈ J1,nK.

S{j} (C )
4
=P{j}

(
{c ∈ C s.t. cj = 0}

)
.

25 47



The Tools: Punctured and Shortened Codes

For C a random code of dimension k and length n:

C random C ′ = S (C )
length = n −→ length n′ = n− 1

dimension = k dimension k′ = k− 1

dimC ?2 = min
(
k(k+1)
2 ,n

)
.

Repeat until dimC ?2 < n.
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Analysis



Permuting the Generator Matrix

Let (α, β) be an Fq-base of Fq2 . Denote φα(·), φβ(·) the projectors.

Definition
Exp(α,β)

Fk×nq2 → F2k×2nq
m1,1 m1,2 · · · m1,n
m2,1 m2,2 · · · m2,n
...

...
...

mk,1 mk,2 · · · mk,n

 7→


M1,1 M1,2 · · · M1,n
M2,1 M2,2 · · · M2,n
...

...
...

Mk,1 Mk,2 · · · Mk,n



were Mi,j
4
=

(
φα(αmi,j) φα(βmi,j)
φβ(αmi,j) φβ(βmi,j)

)
∈ F2×2q .
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Permuting the Generator Matrix

Property
Up to permutation of the rows and columns, we have:

Exp(α,β) :


Fk×nq2 → F2k×2nq

M 7→

(
φα(αM) φα(βM)

φβ(αM) φβ(βM)

)
.

29 47



Permuting the Generator Matrix

Property
Up to permutation of the rows and columns, we have:

Exp(1,γ) :


Fk×nq2 → F2k×2nq

M 7→

(
φ1(M) φ1(γM)

φγ(M) φγ(γM)

)
.
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Trace Code

Definition

Trq :
Fq2 → Fq
x 7→ x + xq

Hypothesis: we will choose γ such that γ2 = −1, i.e. Trq(γ) = 0.

Let x = φ1(x) + γφγ(x).

Trq(x) = 2φ1(x),

Trq(−γx) = 2φγ(x).

31 47



Trace Code

Definition

Trq :
Fq2 → Fq
x 7→ x + xq

Hypothesis: we will choose γ such that γ2 = −1, i.e. Trq(γ) = 0.

Let x = φ1(x) + γφγ(x).

Trq(x) = 2φ1(x),

Trq(−γx) = 2φγ(x).

31 47



Permuting the Generator Matrix

Property
Up to permutation of the rows and columns, we have:

Exp(1,γ) :
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Permuting the Generator Matrix

Property
Up to permutation of the rows and columns, we have:

Exp(1,γ) :


Fk×nq2 → F2k×2nq

M 7→ 2
(

Trq(M) Trq(γM)

Trq(−γM) Trq(M)

)
.

33 47



Square Code Dimension

To use the square code distinguisher, we need to compute

dim 〈Gpk〉?2 = ???

Theorem
Let G ∈ Fk×nq2 be the generator matrix of a GRSFq2 (n, k) code,

Ĉ
4
=〈Exp1,γ(G)〉Fq ,

dim Ĉ ?2 = k2 + 4k− 2.

34 47
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Square Code Dimension (proof)

C
4
=〈G〉 ; Ĉ1

4
=〈Exp1,γ(G)〉Fq ; Ĉ2

4
=〈Exp1,γ(G)〉Fq2

Property 2

Ĉ2 = 〈(c, γc) | c ∈ C 〉Fq2 + 〈(cq,−γcq) | c ∈ C 〉Fq2 .
(1) (2)

Corrolary

Ĉ ?2
2 = 〈

( c1 ? c2 , −c1 ? c2 ), (1) ? (1)
( c1q ? c2q , −c1q ? c2q ), (2) ? (2)

( c1 ? c2q , c1 ? c2q ) (1) ? (2)

| (c1, c2) ∈ C 2 〉Fq2 .

dim Ĉ ?2
2 = (2k+ 1) + (2k+ 1) +

(
k+ 1
2

)

= k2 + 4k− 2.
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4
=〈Exp1,γ(G)〉Fq2

Property 2
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Square of a Shortened Code

dim〈Gpk〉?2 =

min(

k2 + 4k− 2

, 2n)

.

What if we shorten some columns?
I If we shorten two twin columns?

Equivalent to shortening the original GRS code.
S{j,τ(j)} (Exp(G)) = Exp(S{j} (G)).

dimS{j,τ(j)} (Exp(G))?2 = (k− 1)2 + 4(k− 1)− 2.

I If we shorten one column?
Equivalent to shortening two twin columns
and adding a random column.

S{j} (Exp(G)) = S{j,τ(j)} (Exp(G)) + 〈r〉.

dimS{j,τ(j)} (Exp(G))?2 = ((k− 1)2 + 4(k− 1)− 2) + 2(k− 1) + 1.
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Square of a Shortened Code

Let G ∈ Fk×nq2 be the generator matrix of a GRSFq2 (n, k) code.
Let L be a subset of J1, 2nK containing:

`1 isolated columns;
`2 pairs of twin columns, (i.e. |L| = `1 + 2`2)

then

Theorem

dimSL (Exp(G))?2 = (d2 + 4d− 2) + 2d`1 +

(
`1 + 1
2

)
,

where d 4= k− `1 − `2.
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The Attack



Using the Distinguisher

Previous theorem (simplified)

dimSL
(
Gpk
)?2

= f (`1, `2).
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Using the Distinguisher

Pick L a random subset of J1, 2nK;

For i 6∈ L, compute dimSL∪{i}
(
Gpk
)?2:

I dimSL∪{i}
(
Gpk
)?2

= f (`1 + 1, `2) ⇔ τ(i) 6∈ L,
I dimSL∪{i}

(
Gpk
)?2

= f (`1 − 1, `2 + 1) ⇔ τ(i) ∈ L;

For j ∈ L, compute dimSL\{j}
(
Gpk
)?2:

I dimSL\{j}
(
Gpk
)?2

= f (`1 − 1, `2) ⇔ τ(j) 6∈ L,
I dimSL\{j}

(
Gpk
)?2

= f (`1 + 1, `2 − 1) ⇔ τ(j) ∈ L;

For j ∈ L s.t. τ(j) 6∈ L, for i 6∈ L s.t. τ(i) ∈ L,
compute dimS(L\{i})∪{j}

(
Gpk
)?2:

I dimS(L\{j})∪{i}
(
Gpk
)?2

= f (`1, `2) ⇔ i = τ(j).
I dimS(L\{j})∪{i}

(
Gpk
)?2

= f (`1 − 2, `2 + 1) ⇔ i 6= τ(j).
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For i 6∈ L, compute dimSL∪{i}
(
Gpk
)?2:

I dimSL∪{i}
(
Gpk
)?2

= f (`1 + 1, `2) ⇔ τ(i) 6∈ L,
I dimSL∪{i}

(
Gpk
)?2

= f (`1 − 1, `2 + 1) ⇔ τ(i) ∈ L;

For j ∈ L, compute dimSL\{j}
(
Gpk
)?2:

I dimSL\{j}
(
Gpk
)?2

= f (`1 − 1, `2) ⇔ τ(j) 6∈ L,
I dimSL\{j}

(
Gpk
)?2

= f (`1 + 1, `2 − 1) ⇔ τ(j) ∈ L;

For j ∈ L s.t. τ(j) 6∈ L, for i 6∈ L s.t. τ(i) ∈ L,
compute dimS(L\{i})∪{j}

(
Gpk
)?2:

I dimS(L\{j})∪{i}
(
Gpk
)?2

= f (`1, `2) ⇔ i = τ(j).
I dimS(L\{j})∪{i}

(
Gpk
)?2

= f (`1 − 2, `2 + 1) ⇔ i 6= τ(j).
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Attack overview

1. Find which pairs of columns are twins;
2. In each pair, distinguish the left column from the right
column (work in progress...);

3. Reconstruct the code over Fq2 ;
4. Use Sidelnikov-Shestakov’s attack to find the structure of
the GRS code;

5. Correct the errors to find the message.
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Going Further: XGRS (V2)



Key Generation

For parameters (m,q,n, k):
γ a primitive element of Fqm

G $←− GRSFqm (n, k) ∈ Fk×nqm

Ĝ = Exp(1,γ,...,γm)(G) ∈ Fmk×mnq

P(Ĝ) ∈ Fmk×2nq ← keep only two columns per block of G,
puncture the (m− 2) other columns.
t = bk2c (error-correction capacity of G

⊥)

T i
$←− 2× 2 inversible matrices for i ∈ J1,nK

T the block-diagonal matrix of diagonal blocks T1, . . . , Tn
Gpk = P(Ĝ) · T {

PublicKey = (Gpk, t)
SecretKey = (γ,G, T).
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Dual code

How does puncturing columns affect
the structure of an expanded GRS code?

Puncturing = shortening the dual.
We know how shortening affects the structure.

What is the dual of an expanded GRS code?
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Better tools for higher dimension

Definition
For an Fq-base (b1, . . . ,bm) of Fqm , we define the dual base
(b∗1 , . . . ,b∗m) such that

∀i ∈ J1,mK,∀j ∈ J1,mK, 〈bi,b∗j 〉 =

{
1 if i = j
0 elsewhere.

Property
Let (b1, . . . ,bm) be a base and (b∗1 , . . . ,b∗m) its dual base. Then

∀j ∈ J1,mK, φbj( · ) = Trq(b∗j · ).
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Better tools for higher dimension

Exp(b1,...,bm)


g1,1 g1,2 · · · g1,n
g2,1 g2,2 · · · g2,n
...

...
...

gk,1 gk,2 · · · gk,n

 =



Trq(b∗1 b1g1,1) · · · Trq(b∗1 bmg1,1) · · · Trq(b∗1 b1g1,n) · · · Trq(b∗1 bmg1,n)
...

. . .
...

...
. . .

...
Trq(b∗mb1g1,1) · · · Trq(b∗mbmg1,1) · · · Trq(b∗mb1g1,n) · · · Trq(b∗mbmg1,n)

...
...

...
...

Trq(b∗1 b1gk,1) · · · Trq(b∗1 bmgk,1) · · · Trq(b∗1 b1gk,n) · · · Trq(b∗1 bmgk,n)
...

. . .
...

...
. . .

...
Trq(b∗mb1gk,1) · · · Trq(b∗mbmgk,1) · · · Trq(b∗mb1gk,n) · · · Trq(b∗mbmgk,n)
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Better tools for higher dimension

Theorem
Let G ∈ Fk×nqm and denote (b1, . . . ,bm) an Fq-base of Fqm . Then

〈
(
Exp(b1,...,bm)(G)

)ᵀ
〉 = 〈Exp(b̄1,...,b̄m)(Gᵀ

)〉,

where (b̄1, . . . , b̄m) is such that

∀i ∈ J1,m− 1K,
m∑
j=1

bjb̄
qi
j = 0.

We call (b̄1, . . . , b̄m) the exp-dual base of (b1, . . . ,bm).
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Better tools for higher dimension

Remark
The exp-dual base (b̄1, . . . , b̄m) is such that

∀i ∈ J1,m− 1K, (b̄q
i

1 , . . . , b̄
qi
m) ∈ 〈(b̄1, . . . , b̄m)〉⊥.

Denote (b′1, . . . ,b′n) the basis such that

Gab1(b1, . . . ,bm)⊥ = Gabm−1(b′1, . . . ,b′m)

where Gabk(x1, . . . , xn) is the Gabidulin code of dimension k
evaluated in points (x1, . . . , xn).

Then b̄i = (b′i)
1/q. [Loi07]
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Concluding remarks



Conclusion

Square code distinguisher can be adapted to various
schemes using GRS codes (BL, RLCE, XGRS, . . . ).

Structure of expanded codes much richer than expected.
I Links with trace code;
I Links with Gabidulin codes;
I Attacks on XGRS still not complete;
I Requires further study.

Be careful when designing schemes using GRS codes!

Thank you for your attention!
Questions?
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